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welivesecurity ~&@

Kobalos - A complex Linux
threat to high performance
computing infrastructure

ESET researchers publish a white paper about unique multiplatform malware they've named Kobalos

Bl ESET < it

New Linux malware steals SSH credentials from supercomputers

By lonut llascu Februs 021 07:09 AM 0

A new backdoor has been targeting supercomputers across the world, often stealing the credentials for
secure network connections by using a trojanized version of the OpenSSH software.

The malware is not widespread and appears to target mostly high-performance computers (HPC) and
servers on academic and research networks.

Multiplatform, high-profile targets

Security researchers at cybersecurity company ESET discovered the malware and named it Kobalos, after
the misbehaving creature in Greek mythology.
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Create tunnel =—————————

C&C Server
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Authentication
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" (RSA-encrypted with private key, 320 bytes) =

Authentication Success l
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